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Topic

Cybersecurity for the operational technology (OT) networks is one of the 
most important topics for energy companies today.  Data breaches are 

happening daily with businesses.  Cybersecurity is a heightened concern 
when it comes to the grid.  With more remote connectivity, the need for 

local control and the growing number of intelligent devices, it is becoming 
the focus across all levels of utility operations.  This session will focus on 
the need for cybersecurity for OT networks and how to begin planning on 

how customer will integrate into the network.  It will be especially of interest 
to directors of IT and OT, as will as operators and SCADA managers.



Factors Influencing Cybersecurity…
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Cybersecurity 
Solution

`

Companies believe their OT network is more 
likely to be the next cyber attack target

Increase in connectivity, IT-OT collaboration 

Automation and data-driven operations 
demanding a strong cybersecurity program 

Attack
Frequency
& Severity

Regulations

Digitalization

Cybersecurity 
Solution

Cybersecurity measures are a compilation of People, Process and Technology (PPT) that when brought together create a 
holistic cybersecurity solution to protect a computer or system(s) against vulnerability or unauthorized access or attacks.

Comprehensive critical infrastructure 
regulations rolled out by major industrial 
nations 
For e.g. NERC-CIP, IEC 62443 – 4 
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Operationalizing Cybersecurity
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Operationalizing 
Cybersecurity

The ongoing effort to the 
implementation of best practices 
that strengthen a cybersecurity 
infrastructure.

Having a defined organizational 
cybersecurity strategy and 
program – resulting in a strong 
security position with the ability 
to address advanced and 
continuously evolving 
cyberthreats.
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Develop a cybersecurity 
program
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A cybersecurity program is a documented set of your organization's 
information security policies, procedures, guidelines, and standards. Your 
security program should provide a roadmap for effective security 
management practices and controls.



Cybersecurity Models

Unrestricted | © Siemens 2021 | Jeff Foley | DI DCP | 2021-06-17Page 7

• IEC 62443
• NIST Cybersecurity 

Framework
• NIST 800-82

• ISO 27001
• ENISA
• CPNI

Created in the mid-1990’s and not 
developed as a security model, it is an 
industry adopted reference model that 
shows the interconnections and 
interdependencies of all the main 
components of a typical ICS based upon 
hierarchical data flows.

Initially developed for utilities by the U.S. 
DoE, it has been adapted for both IT and 
OT and is a voluntary model and 
assessment for building, maintaining, and 
maturing a cybersecurity program.

Developed for OT environments, it is the 
process of identifying potential risks, 
assessing the impact of those risks, and 
planning how to respond if the risks become 
reality.

Purdue Reference Model Risk Management Framework(s) Cybersecurity Capability Maturity Model 
(C2M2)



Risk-Based Frameworks
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Developed for OT environments, it is the process of identifying 
potential risks, assessing the impact of those risks, and planning 
how to respond if the risks become reality.

• IEC 62443
• NIST Cybersecurity Framework
• NIST 800-82
• ISO 27001
• ENISA
• CPNI

1

2

3

4
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TechnologyPeople

Process

Page 9

For organizations to 
maintain the security of 
their assets and 
information, they must 
view operations from the 
perspective of an 
adversary in order to 
protect sensitive 
information from falling 
into the wrong hands.

Cybersecurity is an ongoing process. Find a standard 
or framework to operationalize in order to meet your 
security requirements.
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Security by Design
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Security by Design (SbD) is an 
approach to security that allows 
you to formalize infrastructure 
design and automate security 
controls so that you can build 
security into every part of the IT 
and OT operations.

It focuses on preventing a 
cybersecurity breach rather than 
repairing and restoring systems 
after an organization has been 
hit by a cybersecurity breach.

Security by 
Design
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Instead of designing a 
network for functionality 
based on cost and adding 
cybersecurity products and 
solutions afterwards, 
organizations need to start 
looking at designing their 
network INITIALLY with 
Security by Design (SbD) 
in mind.

Depending upon the network and functionality, 
this will include the following security measures.

Zero 
TrustAuto provisioning

Defense in 
Depth

Deny by 
Default

Network Segmentation

Multi-factor authentication

Encryption
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charteroftrust.com

A Joint Initiative for a Secure Digital World

Protect data, Prevent damage, 

Establish a reliable foundation 



Adopt the highest appropriate level of 
security and data protection and 
ensure that it’s preconfigured into the 
design of products, functionalities, 
processes, technologies, operations, 
architectures, and business models.

10 key principles for a secure digital world - principles 
that are being pursued in collaboration with civil 
society, government, business partners and customers.

01  Ownership of cyber and IT security

02  Responsibility throughout the digital supply chain

03  Security by default

04  User-centricity

05  Innovation and co-creation

06  Education

07  Certification for critical infrastructure and solutions

08  Transparency and response

09  Regulatory framework

10  Joint initiatives

charteroftrust.com



Supply Chain Management 
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Supply chain management has 
been defined as the "design, 
planning, execution, control, and 
monitoring of supply-chain 
activities with the objective of 
creating net value, building a 
competitive infrastructure, 
leveraging worldwide logistics, 
synchronizing supply with 
demand and measuring 
performance globally.”

Supply Chain 
Management

https://en.wikipedia.org/wiki/Supply_chain_management



CIP-013-1

ISA/IEC 
62443-4-1

NIST

Supply Chain Management

Cybersecurity in the supply chain is a subset of supply chain security and is focused on the 
management of cyber security requirements for information technology systems, software, and 
networks, which are driven by threats such as cyber-terrorism, malware, data theft and the Advanced 
Persistent Threat (APT)

https://support.industry.siemens.com/cs/attachments/109767597/Cyb
ersecurity_-_What_We_do_at_Siemens_EN_05_2020.pdf

To mitigate cyber security risks to the reliable operation of the Bulk Electric 
System (BES) by implementing security controls for supply chain risk 
management of BES Cyber Systems.

Product Security Development Life-Cycle Requirements, specifies process 
requirements for the secure development of products used in an IACS and 
defines a secure development lifecycle for developing and maintaining 
secure products. The lifecycle includes security requirements definition, 
secure design, secure implementation (including coding guidelines), 
verification and validation, defect management, patch management and 
product end-of-life.

NIST Framework version 1.1 added a supply chain risk management 
category to the Framework Core.

NIST’s Supply Chain Risk Management guidelines can be found in NIST’s 
SP 800-161 Supply Chain Risk Management Practices for Federal 
Information Systems and Organizations
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Cybersecurity with Siemens
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Defense in Depth approach to cybersecurity

System hardening, 
continuous 

monitoring and 
anomaly detection

System Integrator

2-1

2-4

Asset Owner

Operational and 
Maintenances

policies and procedures

2-4

3-2
Policies and procedures

3-3
Security capabilities of the 

Automation Solution

3-3

4-2

4-1

Product Supplier

Development process

Security capabilities of the 
products

Main parts of IEC 62443
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Know-how and
copy protection

Authentication
and user 

management

Firewall and VPN 
(Virtual Private 

Network)

IEC 62443 defense in depth involves all 
stakeholders



Siemens hardware, software and professional services: 
A complete cybersecurity solution

Customized Offerings
• Onsite and remote services & Support

• Network security assessments

• Design & Consulting

• Integration & Deployment

• Training services

RUGGEDCOM & SCALANCE 
Networking Equipment
Designed and engineered to offer 
maximum reliability in industrial 
environments

Multi-Service Platform
RUGGEDCOM RX15xx with APE1808 
and SCALANCE LPE9403:
field-proven industry accepted platform 
for critical applications

Bundled Partner Solutions
On RUGGEDCOM hardware platform

• Intrusion Detection System (IDS)

• Intrusion Prevention System (IPS) 

• Deep Packet Inspection (DPI)

• Next Generation Firewall (NGFW))

Software Solutions
In-house software such as SINEC 
NMS and RUGGEDCOM 
CROSSBOW allow managing, 
securing, and reporting
IEC 62443 compliance

HARDWARE 
PLATFORM

SIEMENS DCP
CYBERSECURITY

SOLUTIONS

PROFESSIONAL 
SERVICES1 

SIEMENS 
SOFTWARE

THIRD PARTY 
SOFTWARE

1) Services can be offered direct from Siemens or Certified Partners

Unrestricted | © Siemens 2022Page 20



Siemens DCP Professional Services Offerings

Assessment & 
Health Check  
Services

Design and 
Consulting

Integration and 
Deployment

Training Services

• Industrial Network Health Check 
• Industrial Network Security Assessments
• Vulnerability Assessment

• Industrial Network Design Services
• OT Cybersecurity consultation
• Radio Frequency (RF) Planning & Site Survey

• Pre-Configuration & Testing Services
• Software Implementation Services
• Delivery & Implementation of Cybersecurity Solutions

• Network Certification Program
• Customized Trainings 

Cybersecurity Services for OT 

Unrestricted | © Siemens 2022Page 21



Cybersecurity consultation: Network Security Assessments by 
Siemens Industrial Network Services

On-Site Service 
and Support

Network Security 
Assessments

Design and 
Consulting

Integration and 
Deployment

Training 
Services
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What is included in a Network Security 
Assessment?

• Discovery and analysis
• Vulnerability assessments & reports
• Implementation plans
• Design and deployment of security solutions

Industrial Network 
Services

Offers at-a-glance

INDUSTRIAL 
NETWORK 
SERVICES

INDUSTRIAL 
NETWORK 
SERVICES



Standards-based network security assessments process
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Stage 1 Tasks
• Kickoff of the activity remotely or at the     

customer site.
• Evaluation of the network assets.
• Analyze the current network architecture.
• Gauge the security posture (Best practices and/or 

standard based, such as IEC62443 or NIST) 

Stage 2 Tasks
• Security scan 

focused on network 
devices

• Assess implemented 
security features

• Identifies potential 
vulnerabilities

Stage 3 Tasks
• Analyze data 

collected in Stages 
1 & 2 

• Identify risks 
• Provide 

recommendations

Security and 
Vulnerability 
Scan

2 Security and 
Assessment 
Report

3Analysis and 
Discovery

1Who needs to be involved?

  
IT           OT      Security

Deliverables
• Completed check list, & summary of the 

interviews.
• Optional: A report that covers the activities and 

assessment of the collected data

Deliverables
• Tool generated data.

Deliverables
• Compile data from 

Stages 1 & 2, 
provide a list of 
findings and 
recommendations 
to improve security.

INDUSTRIAL 
NETWORK 
SERVICES

INDUSTRIAL 
NETWORK 
SERVICES



Distributed | Edge Processing

Multi Service Platform

Certified reliability in harsh 
environments of electric 
power, transportation, O&G

Integrated single or 
redundant power supplies 
ensure high availability

Operation in industrial 
temperature range with 
fan-less design 

Switching Routing

Critical 
applica-

tions

Reliability
High  

availability

Harsh 
environ-
ments

Modular 
design

Custom     
- applica-

tions

Field swappable modules 
guarantee flexibility and 
easy maintenance

Cybersecurity partnerships 
offer customized solutions 
of various security levels

Field proven, industry 
accepted platform for 
critical applications

Rugged design Maximum flexibility
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We offer rugged and flexible cybersecurity solutions to maximize our customers' benefits

HARDWARE 
PLATFORM



RUGGEDCOM Multi-service Platform with APE1808 

• Future-proof modular design
Allows for on-site modification for brown-field 
projects which reduces cost and network downtime 
in case of technology changes or necessary 
replacement:

• DDS or T1/E1 WAN* connection to TC/IP

• Copper connections to fiber connections

• Serial connections to Ethernet connections

• 3G cell connection to LTE cell connection

• Addition of advanced cybersecurity applications 
to existing RX15xx devices in the network via 
APE1808

• Rugged design that is tested under HALT 

• Certifications/Approvals
Most complete offering of certifications and 
approvals for Electric Power, Transportation and Oil 
& Gas
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RUGGEDCOM APE1808
Use case: Bundling APE1808 with Edge computing partners

Restricted | © Siemens 2022Page 26

Partnering with Edge computing application developers to 
bundle customized software with the APE1808

Applications with Windows 10 IoT Enterprise or Debian on the 
APE1808



End-to-end protection for complex OT applications
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Non-intrusive, anomaly-based signature-less Intrusion 
Detection System (IDS) software for mission-critical 
operational networks provides early warning 
notification and alerting on vulnerabilities and 
sophisticated cyber threats that may be undetectable 
by conventional IT security tools

Deep Packet Inspection (DPI) examines data 
packets utilizing a non-intrusive methodology for 
mission-critical networks. DPI helps to secure the 
communication to control centers and IT networks

An Intrusion Prevention System (IPS) is located 
between the WAN and the LAN to deny the traffic 
that represents known threat based on a security 
profile

Switching and routing platform with leading Next 
Generation Firewall (NGFW) functionality on a 
single integrated appliance provides for additional 
integrated DPI/IPS functionalities, as well as security 
when connecting non-critical IT networks to critical 
deterministic operational networks. 

Siemens certified solutions from trusted third-party vendors – each proven leaders in their field.

Intrusion Detection System

Identify

Protect

Detect

Manage

Deep Packet Inspection

Intrusion Prevention System Next Generation Firewall

THIRD 
PARTY 

SOFTWARE



Comprehensive cybersecurity solutions across all OSI layers
on the RUGGEDCOM APE1808
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*Bundled solutions provided on RUGGEDCOM Multi-Service Platform with certified partner applications

Key Solution Description

Anomaly based 
Intrusion Detection 
System (IDS)*

• Statistical & behavioral algorithms
• Non-intrusive, non-signature based 

Deep Packet 
Inspection (DPI)*

• Deep packet inspection for protocol specific 
commands 

• (e.g., S7, 61850, Modbus, …)

Intrusion Prevention 
System (IPS)*

• Monitors traffic
• Drops malicious packets
• Blocks traffic from the source address
• Resets connection

Next Generation 
Firewall (NGFW)*

Application-level detection & protection 
(e.g., DPI for ICS/SCADA protocols)
• Integrated IPS capabilities
• Scalable management for multiple security services 

and zones
• Antivirus and malware protection

RUGGEDCOM 
CROSSBOW –
Secure Access 
Manager

• Remote IED access, activity logging & data privacy
• Secure connection to field devices remotely
• Strong two factor authentication through RSA 

SecurID, Active Directory & RADIUS

5

4

3

2

1



Secure Remote Device Access and Management
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Remote Location

Connection to Admin Interface

Enterprise Layer

RUGGEDCOM 
SOFTWARE

Centralized Remote Access

• Simplex or Redundant server

• Two-factor Authentication

• Secure TLS connection to server 
from client

• Optional installation of client on 
virtual application server for 
centralized virtual client and 
application administration

Remote Location(s)

• Access to remote devices on the 
administrative port using the 
devices native supported 
protocol(s).



The right 
solution, 
in the 
right place
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1

2 5

3

4

Industrial Ethernet

Anomaly-based Intrusion 
Detection System (IDS)

Deep Packet Inspection 
(DPI)

Intrusion Prevention 
System (IPS)

Next Generation 
Firewall (NGFW)

RUGGEDCOM CROSSBOW -
Secure Access Control



Thank You

Page 31 Unrestricted | © Siemens 2022Page 31



Contact
Jeff Foley

Chief Technology Evangelist for Cybersecurity

Senior Business Development Manager

Siemens Digital Industries - Digital Connectivity and Power

Mobile +1 954 296 5648

E-mail jeff.foley@siemens.com
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Jim Moore

Northcentral Regional Manager

Siemens Digital Industries - Digital Connectivity and Power

Mobile +1 720 369 7708

E-mail james.moore@siemens.com
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Subject to changes and errors. The information given in this document 
only contains general descriptions and/or performance features which 
may not always specifically reflect those described, or which may 
undergo modification in the course of further development of the 
products. The requested performance features are binding only when 
they are expressly agreed upon in the concluded contract.

All product designations may be trademarks or other rights of 
Siemens AG, its affiliated companies or other companies whose use 
by third parties for their own purposes could violate the rights of the 
respective owner.
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